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Introduction
According to Wienberg (2017), the leading container shipping company A.P. Moller Maersk had suffered a complete disruption of its IT systems in June 2017 that caused a significant financial loss to the business. Further to this, the PC system of BW's Groups, a large tanker-shipping corporation, was being hacked by a global ransomware, namely as NotPetya (Sameer, 2017). On other hand, with reference to Groll (2017), the collision between US destroyer USS John S. McCain and an oil tanker was caused by an unknown source of cyberattack, in which the hacker had infiltrated into the PC system of the destroyer and altered the navigational signal.

In recent years, the awareness of maritime cyber security was regarded as the level between low to absent (ENISA, 2011).  In relevance to Brattas (2015), cyber-security is prevalently considered as a technical problem in the IT department of the organizations. Cyber security was viewed as one of the major areas demanding for better collaboration in Arabian Gulf territory (Defense Daily, 2014). Inmarsat (2016) adverted that the importance of conserving information on vessel regarding all kinds of cyber intrusion becomes indispensable. Currently, maritime industry relies densely on high-level Internet technology and it makes their systems easily to be hacked (Walsh, 2015). .

Regarding to the emerging trend of shipping digitalization, the escalation of cyber-incidents has exposed the lacking awareness in the maritime sector, and numerous issues concerning the cyber-security strategies deployed by shipping companies and collaboration between key players have aroused the interest all the stakeholders in the maritime industry. 

There are six sections, including this introduction. Section two comprises of a literature review which aims to integrate theoretical support for key issues in maritime security. Section three describes the methodological approach to the research issues. The fourth section presents the findings of the research. The fifth section provides an analysis and discussion of the results. The last section provides a conclusion with suggested recommendations and areas for further research.  

Literature Review
Cyber security refers to a set of events and various measures destined to prevent computer, network, hardware, software and any forms of information from being attacked and interrupted (Fischer, 2016). In accordance with ENISA (2017), digital security contains all actions essential to ensure the safety of Internet, its users, and involved parties. In order to counter the cyber risks and protect the cyber security, it involves a number of characters, covering public and private divisions and the society as an entity (Robinson et al., 2013). 

Maritime cyber security is defined as actions taken to secure computer network and assets both on vessels, ports, terminals and all electronic hardware supporting sea activities (Hayes, 2016). International Maritime Organization (2018) illustrated maritime cyber security as a measure of the magnitude to which an electronics device could be debilitated by a latent condition or incident, which may contribute to the breakdown of maritime-related transaction, safety or protection as a result of system or information being perverted, disoriented or imperiled. In accordance with Sen (2016), cyber-incidents have begun to become trend in commercial maritime sector for intelligence assembling by numerous country states.

Current awareness of cyber security in shipping companies
The recent trend of cyber-attacks demonstrated that the complexity of modes of system invasions are skyrocketing, leading to the severity of cyber-attacks elevating simultaneously (Krask & Pedrozo, 2013). According to Kinthaert (2018), there are increasing incentives for the following individuals to grasp the potential impact of cyber-attack in the maritime sector: activists, criminals, opportunists, sponsored organizations / terrorists. The complexification of modes of attack alongside with these increasing incentives for attackers has put the sector in a dangerous condition.

ENISA (2011) noted that the level of awareness concerning cyber security elements within the shipping industry was found apparently low, this situation can be applied to all layers. According to Franke & Brynielsson (2014), awareness consists of willful thinking and understanding the intentions of attackers. According to Amoroso (2011), there is a lack of awareness of the industry in terms of having detail kowledge of their vulnerability. CyberKeel, a maritime cyber-security service provider, approached management layers in many maritime corporations inside the first half of 2014 on the subject of cybersecurity, finding many of the shipping companies put forth that the threats appeared to be more theoretical than real, linking to their doubts in the existence of genuine incentives for anyone to attack their industry (Cyberkeel, 2014).

Sen (2016) stated maritime cyber security has become a critical factor in shipping industry as their shipping business and the related sectors were being attacked increasingly while none of them had established contingency plans with respect to cyber-threats (O’Hanlon, 2017). Moreover, many cyber incidents like the Maersk case underline the fact that majority of the organizations, especially in the maritime sector, still lack a comprehensible approach in terms of cyber security management in relation to their systems over the decade (Bothur et al., 2017). Kott (2014) emphasised that effective defense can reflect their level of awareness towards cyber security.

Vulnerability of shipping companies towards cyber-threats
According to Bothur et.al. (2017), vulnerabilities infer the flaws in a network or system that can be exploited potentially by vicious individuals or parties. In terms of technological vulnerability, the systems being deployed in vessels and ports are increasingly automated and reliant on information technology systems in which the computer-based operations and communications systems are exceptionally vulnerable to malicious attack (Sen, 2016). According to Marsh (2014), scholars from University of Texas discovered that vessels are highly susceptible targets as hackers are able to alter the navigations of vessels by the way of emitting fake GPS signal and countermand the authentic signal. For instance, almost 280 vessels in South Korea needed to go back to port after their navigation systems were disrupted in 2016 (Graham, 2017). Also, there is a common problem for the systems on ships lacking updated or basic antivirus software, which contribute to the vulnerability of ships towards cyber-threat (BIMCO et al., 2017). Attackers may possibly connect with shipboard networks and systems associated to them and misapprehend it for ECDIS and AIS (NCC Group, 2014). There was a case about a tanker ship’s navigation system being infected by virus at Asian port, resulting in delayed departure (Baraniuk, 2017). Apart from this, there can be a greater chance for companies that depend on internet suffering from cyber incidents (Byres & Lowe, 2004). Meanwhile, cyber incidents related to personal and sensitive date stealing has been popular, posing threat to company’s information security (Kuypers et al., 2016).

Despite the aspect of technology, improper behavior of staff can also contribute to cyber threats for organizations (Parsons et al., 2014). While technology which is directly related to cyber security, the people who access and utilize the system can also pose impact to the security level to a great extent (Bowen et.al., 2011). Cyber insufficient training of staff and crew results in the problem of unsatisfactory execution of protocols leading to vulnerability against cyber-attacks (Reilly & Jorgensen, 2016). According to Parsons et al. (2014), staff are often being responsible for data breaches during handling sensitive information. Malicious access to the company's network system could be unconsciously allowed by staff as social attacks has been a common mode of attacks (Manworren et.al., 2016). 

Research methodology
The scope of the research focused on the awareness of cyber security in the shipping industry. Qualitative interviews were carried out on two groups of experts – academic and industry. Seven semi-structured interviews were conducted using a variety of ways including face-to-face, telephone conversations and videoconference. Each interview duration lasted between 1 to 1.5 hours. The interview questions were sent to the interviewees prior to the interviews in order to allow them to think and prepare the answers. It also helped to ensure the interview flowed smoothly. The interviews were transcribed immediately after to get clarity and feeling for the data. Noted and comments were made for each interview, after which to compare against each other. Statements were compared with the literature to develop meaningful conclusions. The composition of the interviewees is as follows:

· One interview with academic ;
· Three interviews with shipping companies (Expert A, B, C);
· One interview with marine insurer (Expert D);
· One interview with information security -maritime sector (Expert E);
· One interview a Hong Kong government agency (Expert F).

Findings

Current situation of the shipping companies
Interviewees were asked about how cyber threats affect their companies’ awareness. The three shipping companies interviewed stated that none of their companies have encountered cyber-attacks on a massive scale, which results in data and financial loss, but instead they came across minor cyber-attacks, ranging from viral attacks, malicious emails to fake cargo bookings. These interviewees expressed confidence in their companies’ defence system and believed that they will not fall prey to cyber security attack.

In terms of malicious actors’ incentive, Expert F opined that the shipping industry does not provide a strong incentive for hacker to organize impactful cyber-attacks. The reasons for hackers to conduct a cyber-attack stems from person monetary motives or financial benefits received from third parties. This is in agreement with the academic expert and three other industry experts, who thinks that the shipping industry does not have high value assets or information to attract hackers; therefore shipping companies are not frequent targets of hackers. 

Changes in expenditure to combat cyber-threats
Some interviewees prefer reviewing the existing cyber-security protocols and training courses for employees to investing new security technology and systems. Expert A, Expert B and Expert F said that expenditures of shipping companies are unlikely to elevate since normal anti-virus software and firewall are able to defend numerous of virus, spyware, worms and malicious emails. Expert C held similar opinion and stated that companies will not increase their expenditure before experiencing successful attacks.

Vulnerability of the maritime sector towards cyber threats.
In the technological level, Expert F in the governmental perspective stated that most shipping companies are using ordinary and universal defense mechanisms since they are already sufficient to defend viral attacks. In terms of staff trainings, Expert B, Expert C and Expert D said that they provided security trainings and guidelines to employees to enhance their awareness and difficulties of being attacked, such as encryption of sensitive data and clean desk. Expert C further supported that they tried to increase security awareness on employees and keep reminding them the seriousness of cyber-attacks. Despite that, Expert F held a pessimistic perspective on the effectiveness of training and stated that even though guidelines and code of conduct were given by companies, they usually do not monitor if the policies and guidelines were fully complied with, this constitute the shipping companies to be more vulnerable to cyber-attacks.
Analysis and Discussion
From the results, we found that the shipping industry’s awareness on cyber security remains low while the expenditure for cyber security is unlikely to change. The possible reason could be their perception on the attackers’ motivations. Since the transactions in the shipping industry do not involve high-value assets, it is believed that there are no explicit reason luring attackers to target them. In fact, as mentioned in the literature review, there are several reasons for the criminals to initiate attacks against the shipping industry, thus the purpose of the attackers may not be as unsophisticated as respondents thought. Their singular view on the purpose reveals that they do not consider themselves under the worsening cyber security situation, and therefore do not find themselves going to be affected by the rising attack rate. This perception resulted in low awareness of the industry and their protection not strengthened. 

In the literature review, the biggest vulnerabilities within the companies were identified as human element and technology. Human element is regarded as the most vulnerable source as most cyber-attacks occur because of human error. In addition to the phishing scams, incidents may also occur due to vulnerable document processing by people. The documents for daily business operations are usually highly confidential, and that improper printing, keeping and emailing these documents can pose cyber risks to organizations. All of these problems can be corrected through training, education and policy, and therefore it is important for the companies to have right measures in place to avert damage. Although the interviewees opined that they are not particularly vulnerable to cyber-attacks, they still emphasize staff training. This may be caused by the fact that they regard security system is only a tool and the security level actually depends on how people make use of it. Therefore, they paid attention to human element through providing more training to reduce vulnerability. But the result of training may need to be assessed and monitored so as to ensure its effectiveness.

Conclusions
This paper investigated into the current cyber security situation in the maritime industry by looking the current awareness and vulnerability of shipping companies towards cyber-threats. The research has found that there was and increasing cyber-attack rate in the industry and most of the companies has experienced attacks successively in these two years. However, they have a common problem to perceive their actual defence ability and the state of the circumstances that they were locating in, the general cyber awareness was therefore proved insufficient. It is suggested that individual shipping companies could formulate their cyber-security training programme based on their particular employee needs, in which the factor of different role and working years could be taken into consideration. For example, a tailor-made cyber-security training programme could be made for offshore employees, address their differences between offshore and onshore company such as the IT reporting system. By eliminating individual uncertainty, it can help to ensure the awareness level of employee.
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